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1. Executive Summary

Akonet Cloud introduces a key improvement in integration security through the
implementation of cryptographically signed webhooks.

With this new functionality, customers can additionally verify that the received data
originates from Akonet.

This enhancement strengthens the robustness of existing integrations without altering
their current behavior.

Key features:

e Enhanced security in event validation
e Full compatibility with existing integrations
e Optional and gradual activation, with no operational impact

2. Value Proposition

Context

Webhooks, as a widely used integration mechanism, are designed to enable fast and
efficient communication between systems.

In their standard operation, they rely on sending information to a configured URL,
without including advanced origin verification mechanisms.

Oportunidad de mejora

For environments where security and traceability are especially important, itis
recommended to add an additional layer that allows:

e Verifying the origin of communications

e Ensuring the integrity of received data
Value provided by Akonet

With the introduction of signed webhooks, Akonet Cloud adds this additional
verification layer, aligning with best practices in modern integration security.
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Value provided by Akonet

With the introduction of signed webhooks, Akonet Cloud adds this additional
verification layer, aligning with best practices in modern integration security.

3. Compatibility and Transition

Itis important to highlight:

e Existing webhooks will NOT stop working

e If not activated, they will continue to be sent unsigned (as before)

You can:

e Modify existing webhooks to secure them

e Create new webhooks that are signed from the start

This enables a gradual and risk-free migration.
4. Visual Comparison (Before vs Now)

Before (unsigned)

v Request Details & Headers

|PosT | ntt 9 content-length 414

Host 52 121.131 host webhaok. site
Location ® Dublin, Ireland content-type application/json
Date 21/ 3:07 (hace 29 minutos)

Size

Time

ID 3 9c5-47ee-bde1-18a54ca58e73

Note

Query strings Form values

v Request Content

Raw Content Format JSON & Word-Wrap Cop)

(Reference: request without security headers)
Characteristics:

e JSON content only
e No origin validation
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Now (sighed webhook)

v Request Details & Headers

content-length 414
Host .19.121. host webhook.site
Location x-akonet-webhook-id 69e7c9f1dbee82a01ac207 f7
Date :43:07 (hace 27 minutos) x-akonet-signature- vi Q
Size 414 bytes PRI
0.001 sec
ID 83ee38e1-fbee-4609-a2af-29bf7b811b36

x-akonet-signature sha256=6cb4d37faf666e4341e46fe7d3393b2aae67b98b92c4264190768¢4...
x-akonet-timestamp 1776800587422

Note # Add Note content-type application/json

Query strings Form values

v Request Content

B FormatysoN EWord-Wrap Copyf

Raw Content

The following additional headers are included in the HTTP request:

e X-Akonet-Timestamp
Indicates the exact moment the webhook was generated (timestamp format).
Used to validate request freshness and prevent replay attacks.

e X-Akonet-Signature
Contains the cryptographic signature generated by AKONET.Cloud.
Allows the receiver to verify that the content has not been modified and that the
origin is Akonet.

e X-Akonet-Signature-Version
Specifies the version of the signature algorithm or format used.
Ensures future compatibility in case of evolution of the signing system.

e X-Akonet-Webhook-Id
Unique identifier of the webhook configured in Akonet that triggered the call.
Facilitates traceability and management when multiple webhooks are active.

The body content (JSON) remains unchanged and exactly the same as in the current
implementation, ensuring full compatibility with existing integrations.
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5. Platform Experience (Web Client)

Informacién bésica
Activo &7
Nombre prueba securizada

Descripcion

Peticién URL https://webhook.site/0ab9345c-fSle-44d7-96ea-94e91e2b82bs
Tipo Muestras Usuarios Agregar hasta 2 usuarios para recibir alarmas

Seguridad

@ Si la API key se elimina o caduca, este webhook se enviara sin firmar.

‘Webhook firmado & ®a API key para firma testLK

Ejemplo Comprobar Guardar Cerrar

New functionality available in the user interface:
e Activation via checkbox: “Signed webhook”

API Key selection

The APl key must be selected from those previously created by the user in the “API
Keys” section of the Akonet.Cloud panel.

There is no need to generate new keys specifically for this functionality; existing ones
can be reused or new ones created depending on security or segmentation needs.

Ejemplo de webhook

Verificacién de firma

Los webhooks firmados incluyen las siguientes cabeceras. Verifica recalculando HMAC-SHA256 sobre '<timestamp>.<rawBody>'
con tu API key:

Node.js
const crypto = require(“crypto");

function verifySignature(req, apikey) {
const timestamp = req.headers ["x-akonet-timestamp"];
const signature = (req.headers["x-akonet-signature"] || "").replace(/~sha256=/, "");
const rawBody = req.rawBody; // raw string captured before JSON parse
const expected = crypto.createHmac("sha256", apikey)
.update(timestamp + "." + rawBody)
.digest("hex");
return crypto.timingSafeEqual(Buffer.from(signature, "hex"), Buffer.from(expected, "hex"));

PHP

function verifySignature($headers, $rawBody, $apikey) {
$timestamp = $headers['X-Akonet-Timestamp'];
$signature = preg_replace('/~sha256=/"', '', $headers['X-Akonet-Signature'l);
$expected = hash_hmac('sha256', $timestamp . '.' . $rawBody, $apikey);
return hash_equals($expected, $signature);

1

Python

import hmac, hashlib

Cerrar




5019H032 Ed. 01

The platform provides ready-to-use examples to implement signature validation in

different languages:

e Node.js
e PHP
e Python

6. Technical Section

6.1 Sighature Generation

The signature is generated using:
HMAC-SHA256(timestamp + "." + rawBody, apiKey)

Where:

e timestamp: value from X-Akonet-Timestamp
e rawBody: exact webhook body (unchanged)
e apiKey: configured private key

6.2 Added Headers

Header Description
X-Akonet-Timestamp Request timestamp
X-Akonet-Signature HMAC signature
X-Akonet-Signature-Version Algorithm version
X-Akonet-Webhook-Id Webhook identifier

6.3 Receiver Validation

The receiver must:

e Read headers

e Recalculate the signature

e Compare it with the received one
e Validate the timestamp



Logical example:

expected_signature = HMAC_SHA256(timestamp + "." + body, apiKey)

if expected_signature == received_signature:
acceptrequest

else:
reject request

6.4 Technical Recommendations

e Always use HTTPS

e Do not modify the body before validation

e Rejectold timestamps (>5 minutes)

e Store APl keys in a secure environment (not in code)

e Do notreuse the same APl key across multiple systems

6.5 APl Key Management

e Existing keys are reused
e Rotation is possible without impact

¢ Independent configuration per webhook

6.6 Behavior with Invalid APl Key

If the APl key:

e |sdeleted

e Expires
Then:

e Thewebhookis still sent

e Butwithout signature

This prevents data loss, prioritizing availability.

5019H032 Ed. 01
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7. Technical Impact

Aspect Impact
Currentintegrations None
New developments Recommended to implement validation
Security Improved
Complexity Low

8. Conclusion

This enhancement introduces a modern security standard in Akonet Cloud integrations
while maintaining the philosophy of:

e Not breaking existing implementations
e Facilitating adoption
e Giving control to the customer
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